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1: Readory (Reading + Memory)

iOS ShortcutsE Eof o] =41 TS Hof| AHs 2.2 7| Eot= B4 7|5 AH|A

7Her 7|2k
2025.08 (2f 17hE, 712l Z=2HE)

7|& AE
e Backend : Java 17 - Spring Boot 3.4 - JPA - Spring Security - SQLite
e Auth:JWT + Refresh Token (7|72 2t2]) - OAuth2(Google, Kakao, Naver )

¢ |nfra: Nginx - Cloudflare - Raspberry Pi (Self-Hosting)
e Frontend : React - TypeScript - Responsive Web Design
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(local, google, kakao §)2 HAI.

provider_id:
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sentence:
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comment:
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id P

username

email

password
provider
provider_id
api_key
profile_image_url
user_status

role

id £
user_id &
token
device_info

expiry_date

BIGINT

VARCHAR(SH) NN

VARCHAR(1080) NN

VARCHAR(235)

VARCHAR(20) NN

VARCHAR( 106

VARCHAR(100) NN

VARCHAR(500)

VARCHAR(20) NN
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DATETIME NN

ey,

id &

book_id &#
user id &
sentence
comment
raw_title
raw_autnor
match_status

matched at
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VARCHAR(30) NN

DATETIME

id 2
book_id &
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external_id
isbn10
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synced _at

meta_json
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System Architecture

Client
Server Host (Raspberry Pi)
POST /records Nginx Reverse Proxy
I0S Shortcuts (APl KeyZ 9I5)
(Client) REST API CRUD ; o
«Frontend» 2 ,: «Backend» : e
: React Frontend < U5ON 849 DTOZ g) > Spring Boot AP| < Ura Hiemae A, )‘ «Database»
,’TTW (www.kimdohyeon.dev) (api.kimdohyeon.dev) DB
GET/PUT/DELETE /records _— «Cloudfiare» -
| (Wi= ¢8) SSUTTS{IHTTF'S} | api.kimdohyeon.dev
Web Viewer/Editor Domains: www / api.kimdohyeon.dev
(React App)
Spring Boot 3 API At
p.x X =
| = e i0S Shortcuts F2: UUID 7|t API Key Q152 AMR3HH,
o = S2}0|AHE QB2 Cloudflare - Nginx Reverse Proxy - Front / API Cha POST AF=3 E2= 0] A M3l A2 01X 21X AL,

Server X2 HE. ,
e Cloudflare= DNS ZtZ|2f HTTPS X2|(SSL/TLS Termination)& E4YoHH,

7|2 DDoS 20 7|52 |33l Raspberry Pi 2 40|A = SHEEO =2 29, o
e Nginx= &5 M MUt AP| ZEA| JES SHHAM LHE MH|AS| ZXE =

2 9}0}F£= Reverse Proxy SE. =

Web H&: JWT 7|dt QIEE A6, Access/Refresh Token £&
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wPresentations

Presentation Layer

«Domains

Domain Layer (Pure Java)
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ReadingRecord KakaoBook
Repository Client J REST API

2 2f|ojojef e
Presentation Layer
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Auth Flow

Web Authentication (JWT) I0S Shortcuts Authentication (APl Key)
Web User ‘ Frnnten:l | | AuthCunh'aller| | AuthServi:e ‘ 'DB : A
|29l g : :
> | | { API Key 95 |
| POST /auth/login . | | . |
iemall password) - : POST Jrecords :
Sutrentrate) > . ' (Header: X-API-Key) _ |
| SELECT user_ ! : >
| Access Token (208) : | | I validatEApi K‘EY” >
_* Refresh Token (72) | ; : : :
| Set-Cookie: refreshToken | | ' ' SELECT user b)f apikey >
ot IO accessToken : | | User B ; ;
_ : L S, : |
APl 2% (Access Token Pt&) }é , : : | API Key 2ot &%
' | POST /auth/refresh ' ! ' : : '| - APl Key: JWT 2IZ & 2
! (Cookie: refreshToken) , i (| - Chelst TP 8 @ Mo =8t
. validateﬂefresthken{}h: | : : = 2] WU A Z|E 7] FA| M|
| | SELECT user _| ; | : ﬁ
. . : : > :
| : <MAccessToken . . 105 Sr}g‘;'tcuts [ AuthController l l AuthService ] DE'-\
: jSDM accessToken | : : :{‘ . H

'| - Refresh Token: HttpOnly 37|
| - Access Token: 308 &

. Creme R | o AHEX S0 o2t Q1F FEfE 2| dA|
Frontend| AuthController | Authservice T’ : e Web2 JWT 7|8t (Access + Refresh Token)
t— ® iOS Shortcuts= API Key 7|gt tHgF QIF
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2. CoCal (Collaborative + Calendar)

A2 J& YL} BH3T LT 5 e g 75 BAY Au~
et 7174 ciotolst - EiRt
2025.09 ~ 2025.10 (2 1.5702 40! El T2 N E) HHOIE HEHJWT-OAUTH-SSE-AWS-CRUD)2}
DZE X UAP| 9IS =F 13
7| A

e Backend : Java 17 - Spring Boot 3.5 - JPA - Spring Security - PostgreSQL - Flyway

e Auth: JWT + Refresh Token (7|72 2t2|) - OAuth2 (Google)

¢ |nfra: Render (Backend) - Vercel (Frontend)

e Frontend : Next.js 15 (React 19) - TypeScript - Tailwind CSS - Responsive Web Design

T2 5%
o BTt g I ENES AW N2, & UE S5-I/, XHE Solf HAIZH &Y 7ts
o U] A|AE| (SSE)O[HIE M4-=C A| AA|ZE LE TS, @Transactional(REQUIRES_NEW)Z EZiEM 22|
e Flyway 7|2 DB 7 2[SQL AT T E HTE 2|2 § &3 71 A7|0f Lt =
e JWT + RefreshToken ¢!& & Partial Unique Index 7|8t E2 &= 8IX|
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System Architecture

>

AL A}

HTTPS

/
«Frontend»

tepd (Vercel)

e

CoCal - System Architecture

«Backend»
Backend (Render)

g ]
Spring Boot API
- REST Endpoints
- JWT 213

| .'SSE

£
Next.js

- JWT 22|
- SSE 4

8y Jls

- JWT (Access + Refresh)
- SSE (A2t 2d)

- Flyway (DB 010| 212{|0| 1)

- @Transactional(REQUIRES_NEW)

PA/Hibernate

PostgreSQL
(Users, Projects,
_Notifications)
i'I
|
|

| 1

RefreshToken 2|

Partial Unique Index:

(user _id, device_info)
WHERE revoked _at IS NULL

Real-time Strategy (SSE)

o Ch: AZ| 7|52 2?8 WebSocket L4l SSEE
TQl, ST e QHE|EE Aot 7+
SHEE HE

Resilient Transaction

e REQUIRES_NEW 7} 2|2 A5 YT &
& 2X|3 H|o|E G4 ETME AHE|, A|AH
AL HE,

Partial Indexing

o Rt EZT QIEA5H= Partial Unique Index
HEOE | £ T4t 8! QA AO|= A3},



JWT, SSE flow

CoCal - JWT Authentication Flow

@ CoCal - SSE Notification Flow
User AuthController | AuthService ljwﬂn&tnl’rmrlder | RefreshTokenRepository | Pnstqresm| ‘ q%ﬁhﬂ; %\F}
| e | i A 3 |
Lt ; NotificationService . EventSource
soST autvgn | - g ‘ inviteController |  InviteService ‘ (@Transactional( REQUIRES NEW)) ‘ NotificationRepository || SSEEmitterRegistry || (Browser)
B I T et T ! i ||
authentratel:j:__ . ! | I | | | !
HIESS 2= (BCrypt) i POST finvites | | | |
1 | | | | |
CI'EET.ETDkEI‘I-ﬂUSEﬂdJ} | [}'EH *ﬂaﬂ Hﬁ}}J_ | | |
- Pu:ceslsTuken #4 [158) : CrEEtEln\l'itE“ }u:- : :
| RefreshToken W& (T} | | | |
{ fresh} = : X0 M% (EHUHH 1) :
g YRR ARITRSRE _ | :l |
savelrefresh, userld, devicelnfo) ! | |
| INSERT (Partial Unique index %8) : sendNotification() : |
<O ' [M ERHH AR ' '
P Tokens | : > r | :
Set-Cookie: refreshToken . save(notification) | |
{HitpOnly, Secure, SameSite=Strict) g [ == .
S f_ggcg:ﬂnken} : D‘[U EE :
: :Aﬂ:en'rnken P : ; : E :
POST Jauthireissue i i ! SEHdEVEHt[dtﬂi |
(Cookie: refreshTaken) | [ > [
27|0)4 RefreshToken $& . _,_3 : : , SSE Event H2 ,
- refreshToken | L : : . {‘gj’lﬂ EE} :
validateRefreshToken() e - . ' : >
| findByTokenAndNatRevakedi) : =222 @FEI R ' :
SELECT WHERE revoked at 15 MULL - ! '{ | |
' 201 Created | | i |
- 5 | T R 5
| — : : 1. 98 A A Eohe Y Kl :
rewAccessToken | . . - 2, 4Cg 3(0| (DTO HE ¥ ME) '
000k : ; ; 3. A<M B 2| (At EUE M) :
o \accessToke nd | | i . ! . .
! | Partial Unigue Index By [ [ ' ' -
- 1] | | | | [ SSE Ei aE-I
ON refresh. bokens. (user - device.info) : : ' ' - XIE Hed (3% %)
WHEHE revoked at 15 MULL: | | [ ; . Render SIEEP ” -&Iﬂé
~ U2 CutAE 38 ES 1R : : ! : = KEEF~A|WE oo He
SpH XX & | | | | ,
o, - | | | |
- Samesite=Strict: CSRF ol Uger InviteController | | InviteService NotificationService NotificationReposito SSEEmitterRegis EventSource
- 20ig! 22| [Vercel » Render) f "J
! : ' (@Transactional(REQUIRES _NEW)) H (Browser)
Kaar AuthController | | AuthService | |wiTokenProvider RefreshTokenRepositary | Pustgreﬁl:ll_l ‘ Browser TL
(] L ottt — | (Caokies)

i '-\
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e PHP e phpMyAdmin e | aravel e phpMyAdmin
e MariaDB e Bootstrap e MariaDB e Bootstrap
x2 £3 x2 £3
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System Architecture

Pure PHP Architecture

Raspberry Pi

Pure PHP Files /|

O : — flist.php
| 5 g ]
L a . /login.php

| 3

4 Iogin.phptr—-

| > listphp | o

MariaDB

I

"_w

Laravel Architecture (MVC Pattern)

e 2t T}0| |7 DBOY W04 HIZLIA 20| RitEls X
o I2QIT QH{BIE glo] SF YIS HBHOE Mot ks

e Front Controller 7|&t2]
MVC IjEIOZ QX SES

Raspberry Pi

Laravel Framework,

TL PE QN * gj| HE 5, index.php - %[ Controller |
Nginx | (Front Controller) -

1

25 Xzl

User

){ Model (ORM) |

crel ZIEo=E S8
e ORME S¢t H|0|E XZ|=
T Ot RX|Ed T
dqolE ey (O ¥ L
)W_hMariaDB__J ¢ 0I5-HOI S B& 7|s

(Cross-cutting Concerns)
2 2|37 T
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